
 

 

Responsible Use of Burris Laboratory School Technology  

1. Statement of Burris Laboratory School and Ball State University Policy.  

The Policy of Burris Laboratory School and Ball State University is to provide technological 

resources to students and employees for the purpose of promoting the efficient operation of Burris 

Laboratory School and Ball State University. Burris Laboratory School and Ball State University 

expect employees and students to utilize technologies and facilities provided in a manner 

consistent with this policy.  

2. Scope of this Policy  

This Policy applies to all technology provided by Burris Laboratory School and Ball State 

University, in addition to students’ and employees’ own personal devices (collectively “users”). 

This includes, but not limited to telephones, cell phones, laptop and desktop computers and 

workstations, iPads, direct radio communication, Internet access, voice mail, email, text 

messaging, facsimile transmission and receipt, and any computer-based research and/ or 

communication  

3. Definition of Terms Used in This Policy As used in this policy:  

“Confidential Information” means information that is declared or permitted to be treated as 

confidential by state or federal law or School Policy on access to public records.  

“Proprietary information” means information in which a person or entity has a recognized 

property interest such as copyright.  

“Personal device” includes but not limited to cell phones, smart phones, laptops, slates, handhelds 

or any other device that is not the property of Burris Laboratory and Ball State University, but is 

used in or on school property, in or on property that is being used by the school for a school 

function, or used anywhere and connected to Burris Laboratory School or Ball State University 

technology by a wired or wireless link.  

“System Administrators” means the Burris Laboratory employees designated by the 

Superintendent to maintain and/or operate the school’s technology and network.  

“Technology” includes but not limited to computers and computer systems, public and private 

networks such as the Internet, phone networks, cable networks, voice mail, e-mail, telephone 

systems, copiers, fax machines, audio-visual systems, cell phones, iPads, laptop and desktop 

computers, direct radio communications, text messaging and similar equipment as may become 

available.  

“User” means a school employee, student, volunteer or other person that uses technology 

associated with Burris Laboratory School.  

4. Violation of this Policy  

• Intentional, knowing, and reckless or negligent violations of this Policy may result in  



 

 

o denial of further access to technology, suspension or expulsion of students, and 

discipline of employees including suspension without pay or termination of 

employment. Such a violation by a person affiliated with a contractor or 

subcontractor rendering services to the school may result in cancellation of the 

contract of the contractor or subcontractor.  

• A user observing or learning of a violation of this policy is required to report the violation of 

this policy to the user’s immediate supervisor (for employees or volunteers) or teacher (for 

students).  

• Burris Laboratory School and Ball State University prohibit taking negative action against 

any employee for reporting a possible deviation from this policy or for cooperating in an 

investigation. Any employee who retaliates against another employee for reporting a possible 

deviation from this policy or for cooperating in an investigation will be subject to disciplinary 

action, up to and including termination. This policy is not intended to prevent employees 

from engaging in discussions regarding their wages, hours, or working conditions with any 

other employee or engaging in protected concerted activity. Employees will not be 

disciplined or retaliated against for such discussions.  

5. Ownership of Burris Laboratory and Ball State University Technology and Information  

• The Technology provided by the school and all information stored by that technology is at all 

times the property of the School, subject to the copyright interest of an author. Documents 

and other works created or stored on the school technology are the property of Burris 

Laboratory School and Ball State University and are not the private property of the user. This 

includes all information created using technology and/or placed on a website, blog and or 

other storage device.  

• A user’s history of use and all data stored on or sent to or from school technology shall at all 

times be subject to inspection by the System Administrator or a designee without notice to the 

user before or after the inspection. The System Administrator may deny, revoke, or suspend a 

user’s account and or access to school-provided technology.  

• Before being given access to school technology, each user shall be required to agree that they 

have read, understand, and agree to be bound by the following standards and condition for 

responsible use of that technology:  

o They will comply with all conditions for the responsible use of school technology 

established by the school, System Administrator, or Superintendent.  

o They will notify a System Administrator if they have violated the conditions 

established for the use of school technology or have witnessed or become aware of 

another user misusing school technology. Users shall be responsible for noting and 

reporting any inappropriate use of school technology in violation of school policy or 

conduct standards including threats, bullying, harassment or communications 

proposing or constituting a violation of the law or the student code of conduct.  

o They shall not have an expectation of privacy in any use of school technology or the 

content of any communication using that technology other than a live telephone call, 

and the System Administrator or a designee may monitor their use of technology 

without notice to them, and examine all system activities a user participates in 

including but not limited to, email and recorded voice and video transmissions, to 

ensure proper and responsible use of the school’s technology. Monitoring shall 

include the use of voicemail but shall not include monitoring a live communication 
between two or more parties unless at least one user is aware of the monitoring.  

o The user’s history of use and any information or document accessed or stored on 

school technology is subject to inspection by the System Administrator or a designee 



 

 

and is subject to production pursuant to the Indiana Access to Public Records Act 

Ind. Code 5-14-3, subject to the decision of the System Administrator or 

Superintendent to claim a permissive or mandatory exemption to disclosure under the 

statue.  

o They shall not have an expectation that data in any form created, maintained, 

transmitted or stored in or school technology will be maintained for any specific 

period of time, protected from unauthorized access or deleted from the system or 

storage when the user deletes the information from their account.  

o If they make use of a password, code or encryption devices to restrict or inhibit 

access to electronic mail or files, they will provide access to that information when 

requested to do so only the user’s supervisor or the System Administrator. This 

includes personal technology brought to or accessed during work or student day or at 

a school activity including bus transportation. The System Administrator or a 

designee shall be authorized to override any password or encryption device to access 

the technology.  

o A user’s information stored on school technology will not be stored beyond student 

graduation or volunteer and employee separation.  

6. Investigation of Potential Violations of this Policy  

• Students- If the System Administrator has a reasonable belief that a student has violated this 

policy or additional rules promulgated by the System Administrator and approved by the 

Superintendent, the System Administrator or a designee may investigate to determine if a 

violation has occurred. The results of the investigation shall be reported by email or in person, 

and the System Administrator shall take appropriate action.  

• Employee and Volunteers- If a System Administrator has a reasonable belief that an employee or 

volunteer has violated this policy or additional rules promulgated by the System Administrator 

and approved by the Superintendent, the System Administrator or a designee may investigate to 

determine if a violation has occurred. If the investigation is not done by a System Administrator, 

the results of the investigation shall be reported to a System Administrator by email or in person 

and the System Administrator shall take appropriate action.  

• Appeals- A decision by a System Administrator in response to an investigated allegation of a 

violation this policy or additional rules promulgated by the System Administrator and approved 

by the Superintendent may be appealed in writing to the Superintendent. A written appeal must be 

received by the Superintendent within five (5) instructional days after the System Administrator’s 

decision has been issued. The Superintendent’s decision concerning continued access to school 

technology and any other penalty shall be final.  

 

 

7. Standards for Responsible Use of Technology  

• Technology users have the same responsibilities while using technology that are expected in any 

other school activity. Responsible use of technology is ethical, academically honest, respectful of 

the rights of others, and consistent with the school’s mission. Technology should be used by 

students to learn and communicate in correlation with the curriculum while under a teacher or 

supervisor’s direction. Student-owned personal devices and school technology shall be used by 



 

 

students under school supervision with the objective of improving instruction and students 

learning.  

• Users must respect and protect the privacy intellectual property rights of others and the principles 

of their school community.  

• The privilege of use of school technology access and personal devices come with personal 

responsibilities for each user. Access is not a right and is provided on the condition that the user 

complies with this policy and any additional rules promulgated by the System Administrator and 

approved by the Superintendent. Use of school or personal technology on school property or for 

school purposes must be consistent with the educational mission and objectives of Burris 

Laboratory and Ball State University. Misuse of school technology and personal devices may 

result in sanctions and civil and criminal penalties.  

• The System Administrator is authorized to select, adopt and endorse the use of specific web-

based resources for teacher and student use. This may include resources for web site creation, 

multimedia projects, presentations and other collaborations. The System Administrator in 

consultation with the principal will select resources based upon online safety, coordinated 

professional development, and informed technical support. If an employee, volunteer, or student 

desires to use an alternate resource, they may make written request to the System Administrator 

who will consult with the principal or designee.  

• Any recording made on school grounds without written permission of the System Administrator 

is subject to copyright laws and the protection of the privacy rights of others, including personally 

identifiable information about a student protected by the Family Education Rights and Privacy 

Act (“FERPA”). Any recording, data or image in violation of this standard may be confiscated 

and deleted. Any use of a personal device to record or invade the privacy of another person will 

result in sanctions for the person making the recording, as well as potential civil and criminal 

penalties.  

8. Conditions & Standards for Responsible Student Use of School Technology. The following apply to 

all student use of School Technology  

• Creation of a web user ID by a student must be under the supervision of school personnel for the 

purpose of an assignment  

• Students shall not be required to divulge personal information for access to a non- district 

managed technology.  

• Students will be permitted access to the Internet through school technology unless a 

parent/guardian has signed and returned a “Student Electronic Resources Restriction Form” 

during the current school year.  

• Students’ use shall be filtered to minimize access to inappropriate materials. Students’ access to 

inappropriate materials despite the presence of the filter shall be reported immediately to the 

System Administrator. The filtering software shall not be disabled or circumvented without the 

written authorization of a system administrator.  

• Users should expect monitoring of Internet access by the designees of a System Administrator. 

However, there is no guarantee that all student access will be monitored.  

• While online, student users should not reveal personal information such as name, age, gender, 

home address or telephone number, and are encouraged not to respond to unsolicited online 

contacts. Students should report to a teacher or supervisor any online contacts that are frightening, 

threatening, or inappropriate.  

• Students, parents and employees are advised that any student connection to any Internet or 
network provider not under school control may not be properly filtered, at least to the same 

degree as connection through school provided access. The school is not responsible for the 



 

 

consequences of access to the sites or information through resources that circumvent the school’s 

filtering software.  

9. Condition & Standards for Responsible Use of School Technology Applicable to All users. The 

following apply to all users of school technology including students, employees and volunteer:  

• Users will demonstrate legal and ethical behavior at all times when using school technology.  

• Users will become familiar with and follow all applicable laws, including copyright laws and fair 

use guidelines.  

• Users will become familiar with and comply with all expectations of the school for the 

responsible use of technology as communicated in school handbooks, policies, and other 

communications and standards concerning the use of technology.  

• Users accessing the Internet through personal devices to school technology do so at their own 

risk. The School is not responsible for damages to hardware or software as a result of the 

connection of personal devices to school technology.  

• Users should not knowingly transmit a computer virus or other malware that is known by the user 

to have the capability to damage or impair the operation of school technology, or the technology 

of another person, provider, or organization.  

Failure to follow these conditions and standards may result in disciplinary action, up to and 

including expulsion for students and termination for employees.  

10. Protection of Proprietary and Confidential Information Communicated or Stored on School 

Technology  

• Users of School Technology are expected to protect the integrity of data, personal privacy, 

and property rights of other person when using school technology. Confidential information 

should never be transmitted or forwarded to or through a person not authorized to receive 

information.  

• Any user communicating using school technology shall be responsible for knowing what 

information is confidential under law or school policy, and the transmission of confidential 

information in error may result in discipline of the user transmitting the confidential 

information.  

• The practice of using distribution lists to send information shall not excuse the erroneous 

disclosure of confidential information. Users shall determine that distribution lists are current 

and review each name on any lists before sending confidential information, including but not 

limited to personally identifiable information about students protected by the Family 

Education Rights and Privacy Act (“FERPA”)  

• Users should not access confidential information in the presence of others who do not have 

authorization to have access to the information. Confidential information should not be left 

visible on the monitor when a user is away from the monitor. Confidential information should 

not be stored on personal devices that are not password protected.  

• User should not copy, file share, install or distribute any copyrighted material such as 

software, database files, documentations, articles, music, video, graphic files, and other 

information, unless the user has confirmed in advance that the school has a license permitting 

copying, sharing, installation, or distribution of the material from the copyright owner. 

Violation of the right of a copyright owner may result in discipline a student, volunteer or 

employee, and may subject the violator to civil and criminal penalties.  



 

 

• Users should not upload confidential information including personally identifiable 

information about students protected by FERPA, to any web-based external “cloud” service 

provider, unless the use of the web-based external service provider has been approved by the 

System Administrator.  

11. Security of School Technology 

• Security on any school technology is a high priority when the resource involves many users 

and contains proprietary and confidential information. A user shall immediately notify the 

System Administrator if a security issue is identified. A security issue shall not be disclosed 

or demonstrated to other users except in the presence of the System Administrator or a 

designee.  

• A user shall never use another user’s password, or account, even with the permission from the 

user. Any need to have access to another’s user’s account should be addressed to the System 
Administrator or a designee.  

• An unauthorized attempt to log on to school technology as a System Administrator will result 

in cancellation of the user’s access to School Technology and may result in more severe 

discipline, up to and including termination for employees and expulsion for students.  

• A user identified as a security risk based upon one or more violations of this Policy may be 

denied access to all school technology. A decision denying or restricting a user’s access may 

be appealed in writing to the Superintendent or a designee within ten (10) calendar days after 

written notice of the System Administrator’s decision to the user. The decision of the 

Superintendent shall be final.  

12. Incurring Fees for Services 

No user shall allow charges of fees for services or access to a database to be charged to the school 

except as specifically authorized in advance of the use by System Administrator. A fee or charge 

mistakenly incurred shall be immediately reported to the System Administrator. Incurring fees or 

charges for services to be paid by the school for personal use or without prior authorization from 

the System Administrator may result in discipline including suspension or expulsion of a student, 

or suspension without pay or termination of an employee.  

 

Family Educational Rights and Privacy Act (FERPA)  

The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a 

Federal law that protects the privacy of student education records. The law applies to all schools that 

receive funds under an applicable program of the U.S. Department of Education. FERPA gives parents 

certain rights with respect to their children's education records. These rights transfer to the student when 

he or she reaches the age of 18 or attends a school beyond the high school level. Students to whom the 

rights have transferred are "eligible students."  

Parents or eligible students have the right to inspect and review the student's education records maintained 

by the school. Schools are not required to provide copies of records unless, for reasons such as great 

distance, it is impossible for parents or eligible students to review the records. Schools may charge a fee 

for copies.  



 

 

Parents or eligible students have the right to request that a school correct records which they believe to be 

inaccurate or misleading. If the school decides not to amend the record, the parent or eligible student then 

has the right to a formal hearing. After the hearing, if the school still decides not to amend the record, the 

parent or eligible student has the right to place a statement with the record setting forth his or her view 

about the contested information.  

Generally, schools must have written permission from the parent or eligible student in order to release any 

information from a student's education record. However, FERPA allows schools to disclose those records, 

without consent, to the following parties or under the following conditions (34 CFR § 99.31):  

School officials with legitimate educational interest; other schools to which a student is transferring; 

specified officials for audit or evaluation purposes; appropriate parties in connection with financial aid to 

a student; organizations conducting certain studies for or on behalf of the school; accrediting 

organizations; to comply with a judicial order or lawfully issued subpoena; appropriate officials in cases 

of health and safety emergencies; and state and local authorities, within a juvenile justice system, 

pursuant to specific State law.  

Schools may disclose, without consent, "directory" information such as a student's name, address, 

telephone number, date and place of birth, honors and awards, and dates of attendance to agencies such 

as, but not limited to, military branches (juniors and seniors), the school website, newspapers, and the 

Division of Family and Children.  

Burris Laboratory School designates the following items as Directory Information: student name, address, 

telephone listing, date of birth, major field of study, participation in officially recognized activities and 

sports, weight and height of members of athletic teams, motor vehicle description (including license plate 

number), hair and eye color, race, sex, date of birth, dates of attendance, degrees and awards received, 

grade level, and other similar information, photograph, videotape or digital recording not used in a 

disciplinary matter, and student work displayed at the discretion of the teacher. The school may disclose 

any of these directory information items without prior written consent, unless notified in writing to the 

contrary.  

 

Burris Laboratory School iPad Use Agreement  

All 3rd – 12th grade students are issued an iPad for their educational use. It is our belief that if reasonable 

precautions and care are taken in the use of the iPad and its case, the iPad should not experience physical 

damage.  

Personal Responsibilities  

1. I/We understand that the iPad and its accessory and equipment are the property of Burris School 

Corporation.  

2. I/We understand that the student, with the support of the parent, is responsible for the daily care and 

maintenance of the iPad.  

3. I/We understand and agree to abide by the rules and regulations of the Responsible Use Technology. 

Failure to abide by this policy will result in disciplinary action.  



 

 

4. I/We understand that the iPad will be returned at the corporation’s discretion for upgrades and 

maintenance.  

5. I/We understand that I/we must report all iPad damages or the theft/loss of the iPad to the school within 

one school day.  

6. I/We understand that the iPad must be in its case when being transported as a reasonable precaution 

against damage, theft, or loss.  

7. I/We understand that I/we will be responsible for all repair/replacement charges associated with iPad 

damages caused intentionally, through a lack of reasonable precautions or loss/theft. Cost will be set by 

repair professionals authorized to act in such capacity as part of the agreement between the school district 

and the manufacturer.  

8. I/We understand that, unless instructed otherwise by a teacher, all students must have their sufficiently 

charged iPad with them each day for every class.  

9. I/We understand that I/we have the option to purchase insurance coverage for accidental damage.  

10. I/We understand that in order to receive benefit from this coverage, damages must result from an 

accident. Details of the accident must be submitted with every accidental damage claim. Accidental 

damage protection only covers operation or structural failures resulting under normal operating conditions 

and handling due to unintentional drops or bumps of the product, an electrical surge that damages the 

product’s circuitry, or failure of the hardware components.  

11. I/We understand that if, in the opinion of the administration, it is felt that the student did not exercise 

proper care and/or take appropriate precautions, and this behavior resulted in damage to the iPad, the cost 

of the repair will the responsibility of the student/parent.  

12. I/We understand that in the event there are repeated “accidents” of a similar nature, the school 

administration may view this as a situation whereby the student did not exercise proper care and/or 

reasonable precautions. In the event this should be the case, the cost of the repair will become the 

responsibility of the student/parent.  

13. I/We understand that in the event the iPad is stolen, I/we must contact the school administration 

immediately. I/we understand that a police report must also be filed.  

14. I/WealsounderstandthatintheeventthattheiPadwasstolenorlostregardlessofthe circumstances, I/we will 

be responsible for the full replacement cost of the iPad.  

15. I/We understand that in the event the iPad needs to be repaired and that repair will take longer than 

the school day, the student will be able to check out a loaner iPad. However, I/We understand these 

loaners are not covered by Accidental Damage protection, and it is the responsibility of the student to pay 

for any damages that occur during his/her use.  

Burris Laboratory School reserves the right to amend this agreement at any time.  

 



 

 

Student Device Insurance Repair Plan  

We understand that accidents happen, so we have created an opportunity to help defer costs for damaged screens, 

keyboards, cables, etc. The Insurance Repair Plan is OPTIONAL and costs $20 per student per school year. With 

your contribution to the program, each student will be allowed ONE free repair incident per year with the exception 

of logic board repairs. Other physical damages, intentional vandalism, lost, or stolen items will remain the 

responsibility of the student and his/her parent/guardian.  

Student iPad Repair Processes  

All issues with technology equipment should be directed to the technology office in the Burris iLab. They 

will be the first line of support for all problems with hardware or software. For the benefit of parents and 

students, the following is a brief and basic description of the support processes they will generally follow.  

Problem is simple: Tech staff quickly fixes the issue and the student returns to class.  

Problem is fixable in a short time period, but it is determined it will take more than a brief moment 

to fix the issue: Student does NOT receive a loaner and returns to class. Tech staff fixes machine and 

delivers to student.  

Problem is fixable, but student will be without the machine for more than a short time period: 

Student fills out a Loaner Agreement to receive a loaner and goes back to class, unless the damage is 

suspected to be intentional or as a result of negligence. Device is repaired by tech staff. Student brings 

loaner device back to the tech office and receives original machine back. The student will be responsible 

for loss or damage to the loaner device while it is in their possession.  

Student brings iPad to technology office with physical damage or component failure: If the damage 

is deemed accidental, the tech staff will work to repair the iPad and return to the student. Any associated 

fees will be charged to the parents/guardians in accordance with optional insurance coverage. The iPad 

will be held by the tech department until payment is received or payment plan is agreed upon. If the 
damage is deemed negligent, intentional, or questionable, the tech staff will work with Burris 

administration to determine next steps and associated fees to families. 

  

 


